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ITonoxeHue 0 3aUTE IEPCOHANBHBIX TaHHBIX
B OI'KY «YC3H no bparckomy paiiony»

1.1. Hacrosmee Ilomoxenne pa3paboTaHo B IENAX 3aIIUTH MEPCOHAIBHEIX
FaHHBIX,  oOpabarbiBaeMBIX B HMHGOPMALMOHHBIX  CHCTEMAax  NEPCOHANBHBIX

manHplx  OTKY  «YC3H mo DBparckomy paifoHy» (mamee -  yupexxucHue),
OT HCCaHKIIHOHHPOBAHHOTO AOCTYIIA, HEIIPpaBOMEPHOT'O MX HCIIOJB30BaHUS WA YTparkl.
1.2. Ilonmoxkenue OIIpeNIeIIsAeT obecrieucHue B COOTBETCTBUH

¢ 3aKkoHomarenbcTBOM Poccuiickoit ®enepanmmu 00pabOTKM, XpaHEHMS H  3aLIUTHI
MEPCOHAIPHBIX ~ NaHHBIX, @ TaKKe IEPCOHAIBHBIX  JaHHBIX, CONEPIKALIMXCS
B IOKYMEHTAaX, IOJIyYCHHBIX M3 JPYIHMX OpraHM3aluil, B OOpallleHHsX IpakIaH U HHBIX
CyOBEKTOB IIEPCOHAIBHBIX TaHHBIX.

1.3. Tlomoxenme paspa6oraHo Ha ocHOBaHMH cT. 24 Koncrurymuun P®,
®enepanbHoro 3akona PP «O nepcoHaltbHBIX maHHEIX» Ne 152-®3 ot 27.07.2006 r.,
3akona «O6 wundopmanum, uHOpMaTH3anuM W 3ammure UHGopMamum» No 149-03
or 27.07.2006 r., IlocramoBmenus IlpaBurenscrtBa Poccmiickolt  ®Deneparun
or 01.11.2012 r. Ne 1119 «O6 yTBepxneHun TpeGOBaHHII K 3alUTE MEPCOHATBHBIX
FaHHBIX TP MX 00paboTke B HH(GOPMAIMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIXY,
HOpDMAaTUBHO-IIPAaBOBEIMU ~ akTamu Poccuiickoii ®eneparmuu B 001aCTH  TPYyIOBBIX
OTHOIIEHUH.

1.4.  Hacrosmee [TonoxxeHne yTBepiaaeTcs AMPEKTOPOM YUPEIKACHHUA.

1.5. Wsmenenuss B IlonmoxkeHHe MOryT OBITH BHECEHHI B YCTAHOBICHHOM
JEHCTBYIOMIUM 3aKOHOIATEIECTBOM TTOPSIKE.

1.6. B nactosmem ITonoskeHNH HCIOB3YIOTCS CIIEAYIOMINE OCHOBHEIE OHSTHS:

1.6.1. Tlepconanerpie nmauusie (I1JH) - moGas HMHPOPMAIHMSI, OTHOCSIIASCS
K OTIPE/ICTICHHOMY MIIH OIPE/IENIIeMOMY Ha OCHOBaHMHM TaKoi HHGbOpMAIK HUIHIECKOMY

many  (CyOBEKTY  TNepCOHAIBHBIX  [aHHBIX) - paboTHHKY, 3asIBUTEIIO
Ha ITOJIyYCHUEC MEP COLHUAJIbHOM I10IePKKH, KOHTPAr€HTY .
1.6.2. Onepatop - roCyJapCTBEHHEIf  Oprad, MyHHWIMIQIBHBIA  OpraH,

IOPUIMYECKOe WM  (U3MYECKOE JIMIO, OpraHU3yIommMe u (WIHM) OCYINECTBIISIOLINE
00paboTKy I[EpPCOHANBHEIX NAaHHEIX, 4 TAKKEe ONPEIETSIONME IENH ¥ COLepIKAHHE
00pabOoTKH NEePCOHATBHEIX JaHHEIX.

1.6.3. OGpaboTka  mepcoHalnbHBIX  JaHHBIX -  geifcTBuA  (omepariin)
C MEPCOHANBHBIMU JAaHHBIMH, BKJIIOYas COOp, CHCTEMATH3AllHIO, HAKOIUIEHHE, XPAHEHNUE,
yTouHeHHe (OOHOBIICHUE, M3MEHEHHE), HCIIOIB30BAHNE, PACTIPOCTPAHEHNHE (B TOM YHCIe
nepenayy), o0esnuInBaHue, GIOKUPOBAHUE, YHUUTOKEHHE IEPCOHATBHBIX JAHHBIX.

1.6.4. PacripocTpaHenue NepCOHANBHBIX MAHHBIX - [EHCTBHS, HANPABICHHEIC
Ha Tepenady IIEPCOHANBHBIX [aHHBEIX ONPENENCHHOMY Kpyry Jmi (mepegaua
NEpPCOHANBHBIX JAHHBIX) MIM Ha O3HAKOMJIEHHE C MEPCOHANBHBIMU  JIAHHBIMH
HEOTpaHUYEHHOI0 Kpyra JIMI, B TOM 4ucjle OOHApOJOBaHHE MEPCOHANLHEIX aHHBIX
B CpeNCTBaX  MacCcOBOW  HMH(OpMAIMM,  pasMelleHHe B  MHPOPMAIMOHHO
TEIICKOMMYHHKAMOHHBIX CETAX WIIM NPEJIOCTABICHHE JOCTYNA K MEPCOHAIBHBIM JAHHBIM
KaKUM-TH00 UHBIM CITOCOOOM.




1.6.5. Vcrons30BaHue MEPCOHAIBHBIX  JNaHHBIX -  JeHcTBHA  (Omepalyi)
C MEepCOHATBHBIMM JaHHBIMH, COBEPIIAEMBIE OIEPATOPOM B LENAX NPUHATHA PEIICHHI
WIM COBEPIICHMS MHBIX JACHCTBUM, IOPOXKAAIOMIMX FOPUIAWYECKHE IIOCIIEICTBUA
B OTHOINEHWH CYOBEKTa MEePCOHATBHBIX MaHHBIX WM JAPYTHX JIMI JHO0 MHBIM 00pa3om
3aTparuBarolIMX paBa U cBOOOIB! CyOBeKTa IepCOHANBHBIX JaHHBIX WU IPYTUX JIHLI.

1.6.6. brokupoBaHue NMEPCOHANBHBIX JTAHHBIX - BPEMEHHOE IpekparieHue cbopa,
CUCTEMATH3allMy, HAKOIUIEHUS, WCIIOIB30BAHUS, pPACIPOCTPAHEHHS MEPCOHATBHEIX
JaHHBIX, B TOM YHCJIE UX NEepeaadH.

1.6.7. YHUUYTOXEHHE NEPCOHAIBHBIX JAaHHBIX - NEHCTBHS, B PE3yJbTaTeé KOTOPBIX
HEBO3MOXXHO BOCCTaHOBMTBH COJEpIKaHME IEPCOHANBHBIX AAHHBIX B HH(MOPMAIMOHHOIM
CHCTEME IIEPCOHAJBHBIX JaHHBIX WIA B pe3yiabTaTe KOTOPBIX YHUYTOXKAKOTCS
MaTepuajbHble HOCUTEU IEPCOHATBHBIX JAHHBIX.

1.6.8. OGe3nuuuBaHKe NEPCOHATBHBIX JAHHBIX - ICHCTBHSA, B pe3yJIbTaTe KOTOPHIX
HEBO3MOJKHO OIPENENIUTh IPHUHAATIEKHOCTE IIEPCOHANBHBIX MNaHHBIX KOHKPETHOMY
CyOBEKTY IEpCOHATBHBIX TAHHBIX.

1.6.9. Mudopmanmonnas cucrema nepcoHanbHeIX gamHeix  (MCII[OH) -
MH(QOpPMallMOHHAs CHCTEMa, IPEeICTaBIsomas coboi COBOKYIHOCTh IEPCOHATBHBIX
IaHHBIX, coJepXKaluxcss B 0ase AaHHBIX, a Takke HHPOPMALMOHHBEIX TEXHOJOTHI
U TEXHHYECKHX CPEJICTB, NMO3BOJIAIOIMX OCYIIECTBIATh 00pabOTKy TaKUX NEPCOHATBHBIX
JaHHBIX C HMCIIOJB30BAaHMEM CpEACTB aBTOMATHU3allUUM WM 0e3 HCIOIB30BAHUS TaKHUX
CPENCTB.

1.6.10. KonduneHmansHOCTh TNEPCOHATBHEIX NAHHBIX - 00s3aTelbHOE IS
COOMIOEHHS] ONEPATOPOM WM WHEIM IIOMYYHBIIMM JOCTYI K IEPCOHATBHEIM TaHHBIM
JIuIOM TpeOoBaHME HE JOIyCKaTh MX paclnpocTpaHeHune 06e3 cornacus cyObekra
MIEPCOHANBHEIX JAHHBIX WM HAJIMYUSI MHOTO 3aKOHHOI'O OCHOBaHUS.

1.6.11. TpancrpanuyHasg 1nepejada IEpPCOHANBHBIX JAaHHBEIX -  [epejada
IIEPCOHANIBHEIX JIAaHHBIX onepatopoM uepe3 [ocymapcTBeHHyr0 rpanuiy Poccuiickoit
Qenepanuy  OpraHy  BIAaCTH  HMHOCTPaHHOTO TOCYJapcTBa, (DU3MYECKOMY WM
IOPUAMYECKOMY JIMIYYy HHOCTPaHHOI'O rOCyqapCTBa.

1.6.12. O6menocTynHbIe NEPCOHANBHEIE JaHHBIE - IIEPCOHAIBHEIC JaHHEIE, JOCTYII
HEOI'PAaHWYEHHOTO Kpyra JHII K KOTOPBIM IPEedoCTaBJIE€H C COIIacHs cyGLeIcra
NMEPCOHAJIBHBIX NAHHBIX WIX Ha KOTOPHIE B COOTBETCTBUH C (helepalbHEIMH 3aKOHAMH
HE pacnpocTpaHiaeTcs: TpeboBaHue COOMIOACHU KOH(HICHIIHATBHOCTH.

IL. ITonsiTHE M COep:KaHHE MEPCOHATBHBIX JAHHbIX.

2.1. IlepcoHanbHBlE JaHHBIE - HH(OPMaNUs, HEOOX0MUMas IS OCYLIECTBICHMUS
OCHOBHOM IEATEIEHOCTH YIPEKACHUSA U KaJPOBOT0 y4eTa COTPYIHHKOB.

2.2.  OneparopoMm NepcOHATLHBIX JaHHBIX ABJISIETCS YUPEKIECHHE.

2.3. Jlomyckaercst mnpuBieKath i 00paGOTKH IEpPCOHANBHBIX  JIAaHHBIX
YIOOTHOMOYEHHEIE ~ OpraHM3allid  Ha  OCHOBE  COOTBETCTBYIOIIMX  JOrOBOPOB
U COIVIALIEHHUI.

2.4. IlepcoHalbHBIE AaHHBIC SBIAIOTCH KOH(MUICHIMAIBHBIMH, XOTS, YYUTHIBAsL
HX MacCOBOCTb W €IMHOE MeCTO 00pabOTKM H XpaHEHUS, COOTBETCTBYIOLIMI TIpHd
OTpaHUYEHHUS HA HUX HE CTaBHUTCA.

2.5.  ObecneueHue KOHGUIEHIIUATEHOCTH [IEPCOHATIBHBIX JAHHBIX
He TpeOyeTcs B cilydae 00e3IMYMBAHUS M B OTHOIICHHM OOIIEI0CTYIHEIX IEPCOHAIBHEIX




JaHHBIX.

III. TIlopsinok mony4yeHust H 00padOTKH MEPCOHAIBLHBIX JAHHBIX.

3.1. IlomyyeHHe NEPCOHANBHBIX MAaHHBIX OCYLIECTBIAETCI B COOTBETCTBUH
C HOPMAaTHBHO-TIPAaBOBBIMH akTamu Poccuiickoii deneparmu B 00JacTH TPYyJOBBIX
OTHOLICHHH, 3aIUTHl MEPCOHANBHBIX JAHHBIX, HOPMATHBHBIMU M PaClOpPAAUTEILHEIMU
JOKYMEHTaMH YYpeXIEHHS Ha OCHOBE corjacusi cyOpekToB Ha 00paboTKy
UX [IEPCOHAIBHEIX JJAHHBIX.

3.2. be3 commacusi CyOBEKTOB OCYIIECTBIAETCS 00paboTKa 00IEeNOCTyMHEIX
IEPCOHANBHBIX JAHHBIX WIH COZEpXKAIIUX TONBKO (aMHIMKM, MMEHa M OTYECTBa,
oOpalleHu# ¥ 3alpOCOB OpraHM3alMii ¥ (QU3MUECKUX ML, PETHCTPAIUSA M OTIPaBKa
KOPPECIIOHJICHIIMM  TIOYTOBOH  CBsA3BIO, 00paboTKa MEPCOHANBHBIX MAAHHBIX  JUIS
VICTIOJIHEHHA TPYJOBBIX NOTOBOPOB MM 0€3 HCIIONB30BAHHS CPEICTB ABTOMATH3AIUU,
¥ B MHEBIX CIIy4YasX, IPeayCMOTPEHHBIX 3aKOHOJaTeNbCTBOM Poccuiickoit ®enepanun.

3.3. OO6paboTka W HCHONB30BAHHE NEPCOHANBHBIX AHHBIX OCYIIECTBIAETCS
B ILEJIAX, YKa3aHHBIX B COIALICHUAX C CyOBEKTaMHU IMEPCOHANBHEIX AAHHBIX, a TaKXKe
B CITy4asX, MPeIyCMOTPEHHBIX HOPMAaTHBHO-TIPAaBOBLIMK akTaMu Poccuiickoit ®enepanyu.

34. He  nonmyckaercs  mpWHATHE HAa ~ OCHOBaHHM  WCKIIOYATEIHHO
aBTOMAaTH3HPOBAHHOM 00pabOTKM IEPCOHANBHEIX NAaHHBIX PELIEHHH, IOPOXKAAIOIINX
IOPUIMYECKUE TIOCIEACTBUS B OTHOIIEHUH CyOBEKTa MEepPCOHANBHBIX JAaHHBIX WJIA MHBIM
00pasoM 3aTparMBarOLIUX €ro NpaBa U 3aKOHHEIE HHTEPECEHL.

3.5. B cmyyae yBonbHEHHS CyOBeKTa MEpPCOHANBHBIX IAaHHBIX W HMHOTO
AOCTIDKEHMA — Llefed  oOpabOTKA  MepCOHaNbHBIX — JaHHBIX,  3a(UKCHPOBAHHEIX
B [IMCbMEHHOM cornamenuy, Oneparop 06s13aH He3aMeUTUTENBHO IPEKPaTHTh 06paboTKy
NEPCOHATBHEBIX NaHHBIX ¥ YHUYTOXKHUTH COOTBETCTBYIOIIME NEPCOHATBHEIE JAHHBIE B CPOK,
HE TpPEBBINAIOIMMA Tpex pabouux pHel ¢ JaThl JOCTHKEHHA ILeld 06paboTKu
NIEPCOHANIPHBIX JIAHHBIX, €CIIH HHOE HE NPEIyCMOTPEHO (eaepalbHbIMU 3aKOHAMH.

3.6. llpaBuma o0pabOTKM ¥  WCIONB30BAaHHSA  IIEPCOHAIBHBIX  JAHHBIX
YCTaHABJIMBAIOTCS IIPABUIAMH YUPEIKICHMS.

3.7. IlepcoHanbHble mNaHHBIE MOTYT XpaHHUTCS B OyMaxKHOM u  (wim)
BMICKTPOHHOM ~ BHI€ IECHTPANIU30BAHHO MIM B COOTBETCTBYIOIIMX CTPYKTYPHBIX
TIOZIpa3/IeIeHUAX ¢ COOJIONICHHEM IPETYCMOTPEHHBIX HOPMaTHBHO-IPABOBEIMH aKTAMU
Poccuiickoii @enepaluy Mep M0 3aMIUTE IEPCOHATBHEIX JAHHBIX.

3.8. IlepeueHb CTPYKTYpHEIX MOApA3NeIeHui W (HIM) OTACHBHBIX JODKHOCTE,
MMEIOIIUX TIPaBO Ha 00pabOTKy MEpCOHANBHEIX JAHHBIX, NPENOCTABISETC PabOTHUKAM
CTPYKTYPHBIX IOAPA3JEICHUH, ONIPE/IeJIEHHBIM OTAETbHBIMH MPABUIIAMH YUPEKIACHHS.

3.9. IlepcoHanpHble TaHHBIE 3AIIMINAIOTCS OT HECAHKIHOHUPOBAHHOTO J0CTymna
B COOTBETCTBMM C HOPMAaTHBHO-NIPABOBBIMH akTaMH Poccuiickoit ®enepammu,
HOpMaTHBHO-PaCIOPANUTENBHEIMHE aKTaMH U PEKOMEH/IALMAMH PEryIUpYIONUX OPraHOB
B 00/1aCTH 32IIUTE KHYOPMAIIHHL, & TAKKE YTBEPIKIEHHBIMH HHCTPYKIASME Oneparopa.

3.10. Jlo Hayama OCYIIECTBIEHHSA TPAHCTPAHMYHOM Iepenadn [IEPCOHATBHBIX
MaHHBIX OTBETCTBCHHBIM pPabOTHUK yYpeXxXAeHHs o0s3aH yOemuThCs B TOM, UTO
MHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPHIO KOTOPOTO OCYLIECTBISETCA Ilepenada
NEPCOHANBHBIX ~ NaHHBIX, O0eCreunBaeTCA aJeKBaTHAS 3alldTa MpaB CyOBEKTOB
NIEPCOHANIEHBIX TaHHBIX.

3.11. TpancrpanuyHas Iepefaya IIEPCOHATBLHBIX JAHHBIX Ha TEPPUTOPHU
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WHOCTPAHHBIX TOCYIApCTB, He 00ECTIeYMBAIOIKMX aJCKBATHON 3aIlUTHl IIpaB CyOBEKTOB
MIEPCOHANBHBIX JAHHBIX, MOXKET OCYIIECTBIIATECS B ClIydasX:

3.11.1. Hanuuus coryacuss B NHUCBMEHHOH ¢opMe cyOBEeKTa IepCOHAIBHBIX
JIAHHBIX.

3.11.2. IlpenycMOTpeHHEIX  MEXAyHapoOHBIMH  jgoroBopamu  Poccuiickoii
denmepanuy 1O BOIPOCAM BbIJAYd BU3, MEXKIYHapOOHBIMH JOroBopamu Poccuiickoi
Genepanii 00 OKa3aHHM IPABOBOW IIOMOIIM IO TIpakKIaHCKUM, CEMEHHBIM
¥ YTOJIOBHEIM JIeJIaM, & TakyKe MEeXyHapoJHBIMU JJoroBopamu Poccuiickoit @enepanuu o
PEMUCCHH.

3.11.3. IIpenycMoTpeHHBIX (enepalbHBEIMU 3aKOHAMH, €CIM 3TO Heo0XOIUMO
B LIEJIAX 3aIUTEl OCHOB KOHCTHTYIIHOHHOTO cTpost Poccuiickoit ®eneparyn, obecnieyeHus
000pOHEI CTpaHbl U 0€30I1aCHOCTH IOCYAapCTBa.

3.11.4. VcnonHeHust  J10roBOpa, CTOPOHOM  KOTOPOrO  SIBJISIETCS  CYOBEKT
MIEPCOHAIBHBIX TaHHBIX.

3.11.5. 3amuTsl KU3HH, 3[0POBbs, HHBIX )XU3HCHHO Ba)KHBIX MHTEPECOB CyOBEKTa
IEePCOHANBHBIX JAHHBIX WM JPYTUX JIAL P HEBO3MOXKHOCTH IIONYYEHUS COIVIacus B
MUCHMEHHO (popMe cyOpeKTa NepCOHAIBHbIX JaHHbIX.

IV. IlIpaBa, 00S3aHHOCTH H OTBETCTBEHHOCTb CYObEKTa NEpPCOHAIbHBIX
paHHBIX H OnepaTopa npu 06padoTke NepCOHAIbHBIX JaHHbIX.

4.1. B nenax oOecnedeHHs 3alOUTHl CBOMX MEPCOHAIBHBIX JAHHBIX CYyOBEKT
IEPCOHANBHBIX [JAaHHBIX B coorBercTBud ¢ DenepanpHblM  3akoHOM Poccuiickoi
®enepanuu ot 27.06.2006 r. Ne 152-03 «O nepcoHaIbHBIX JaHHBIX» 3a UCK/IIOYEHHEM
CIIyd4aeB, IPENyCMOTPEHHBIX JaHHBIM DeiepalibHBIM 3aKOHOM, UMEET IPaBo:

4.1.1. Ha mnomyuyenue cBeneHuil o0 Omnepatope, O MECTE €ro HaXOXKACHUS,
o Hamumyud y Oneparopa NMepCOHATBHEIX AAHHBIX, OTHOCSIIMXCSA K COOTBETCTBYIOLIEMY
CyOBEKTY NEPCOHAIBHBIX JAaHHBIX, a TAIOKE HA O3HAKOMJICHHE C TAKMMM IEPCOHAIBHBIMU
JaHHBIMH.

4.1.2. TpeboBars or Onepatopa YTOYHEHHMS CBOMUX IE€PCOHAIBHBIX JAHHEIX,
UX OJOKMPOBaHMSA WM YHUYTOXKECHHUS B CIydae, €CIIU NEPCOHAIBHBIE JAHHBIE SBILIOTCS
HENIOJTHBIMH,  YCTapeBIIMMH, HEJIOCTOBEPHHIMM, HE3aKOHHO IOJYYCHHBIMH  HJIH
HE SBJIIOTCS HEOOXONMMBIMH JUls 3asBIEHHOM menu o6paGoTKu, a Takke NPUHUMATH
TIPEyCMOTPEHHBIE 3aKOHOM MEpEHI 110 3aIlIUTE CBOUX IIPAB.

4.1.3. Ha nmomydyenue npu oOpalieHHy WIH IpU IIOJIyYEHUH 3arpoca HHGOpManuy,
Kacarolmeiicsa 00pab0TKH €ro NepcoHaIbHbIX JaHHbIX.

4.14. Ha  oOxanoBanue  JeHCTBUIA 15005 Oesneiicteust  Omneparopa
B YIIOJIHOMOYEHHBIH OpraH Io 3amure IpaB CyOBEKTOB NEPCOHAIBHBIX JAHHBIX MU
B CyZcOHOM MOpSIKE.

4.1.5. Ha 3amury CBOMX IpaB M 3aKOHHBIX WHTEPECOB, B TOM 4YHCIIE
Ha BO3MelIeHHEe YOBITKOB U (MJIM) KOMIIEHCALUIO MOPATBHOTO Bpea B CyIeOHOM TTOpSAKE.

4.2. O6s3anHoctu Oneparopa npu cOope mepcoHaNbHBIX aHHBIX.

4.2.1. Oneparop o00s3aH Ge3BO3ME3NHO NPENOCTABUTH CYOBEKTY MEPCOHATBHBIX
JNaHHBIX WJIM €ro 3aKOHHOMY TIPEJCTaBHTENIO0 BO3MOXKHOCTH  O3HAaKOMJICHUS
C IEpPCOHAIBHBIMM JAaHHBIMM, OTHOCSLIMMHUCS K COOTBETCTBYIOIIEMY CyOBEKTY
IEPCOHANIBHBIX JAAHHBIX, & TaloKe BHECTH B HUX HEOOXOIMMEBIE M3MEHEHMs, YHUYTOKUTh
Wid OJOKHpOBAaTH COOTBETCTBYIOLIME II€PCOHATIBHBIE MAaHHBIE IO IIPEJOCTABICHUH




CyOBEKTOM IIEPCOHANBHBIX MAaHHBIX WM €ro 3aKOHHBIM IPEJCTAaBUTEIEM CBEICHHIA,
TIOATBEPKIAIOIIUX, 4TO TIEPCOHATBHEIE NIaHHEIE, KOTOpEIE OTHOCHTCS
K COOTBETCTBYIOIEMY CyOBeKTy W 00paGoTKy KOTOpHIX ocymecTsisger Omeparop,
SBJISIOTCS HENOJHBIMU, YCTapEBIIUMHU, HEIOCTOBEPHBIMH, HE3AKOHHO I10JYYEHHBIMH MIIH
He SIBJISFOTCS HeOOXOMMMBIMHE I 3asABISHHOM Lienu 00paboTKH.

4.2.2. O BHECEHHBIX HM3MEHEHHMAX M MPEeINpHHATEIX Mepax Omneparop o00s3aH
YBEJOMHUTh CYOBEKTa MEPCOHAIBHBIX [JaHHBIX MIM €ro 3aKOHHOIO IPEeICTaBHTEIS
¥ TPETBUX JIMI], KOTOPBIM [1€PCOHABHBIE JAHHBIE 3TOT0 CyOBEKTa ObIIN NepeaaHbl.

423. B ciy4yae BBISBICHHS HENPABOMEPHEIX JOEHCTBUH C IEPCOHAIBHBIMU
naHHeiMH OriepaTop B CpOK, HE MpPEBHIIAIONMH Tpex pabodmx OHEW ¢ JaThl Takoro
BBIABJICHHSA, 0053aH YCTPaHUTh AOIYINEHHbIE HAPYIICHU.

4.2.4. B cnydae HEBO3MOKHOCTH YCTPaHEHHs JOIYIEHHBIX HapymeHuii Oneparop
B CPOK, HE IpeBHIIIAIOMUI Tpex pabodyux IHEH ¢ JaThl BBIABICHUS HEIPaBOMEPHOCTH
AEHCTBUI ¢ IEPCOHAIBLHBIMY JAHHBIMU, 00513aH YHUYTOXUTH IEPCOHAIBHBIE JAHHBIE.

4.2.5. O6 ycrpaHeHMHM [ONYIIEHHBIX HapyleHWH Wi 00 YHHUYTOXKEHHUH
NepCOHATBHEIX NaHHBIX Omeparop 00sg3aH yBEAOMHTH CyOBEKTa MEPCOHANBHBIX JaHHBIX
WM €r0 3aKOHHOT'O IIPeACTaBUTENA.

42.6. B cnydae oT3bIBa CyOBEKTOM IEPCOHANBHBIX JAaHHBIX  COINIACHS
Ha 00pabOTKy CBOMX IEpCOHANBHBIX NaHHEIX Omneparop 00s3aH HpeKpaTHTh 00paboTKy
MEePCOHAIPHBIX  JaHHBIX U  YHHYTOXKUTh TEPCOHAJIBHBIE JaHHBIE B  CpOK,
HE IMPEeBBIMAIONMH TpeX pabouux JHEH ¢ JaThl MOCTYIUICHUS yKa3aHHOTO OT3BIBA, €CIIH
MHOE HE MPeLyCMOTPEHO corjaueHueM Mexry OnepatopoM U cyOBeKTOM I1EPCOHAIBHBIX
JAHHBIX.

4.2.7. O6 yHUYTOXKEHHH IEPCOHATBHBIX NaHHBIX OmnepaTtop 00s3aH YBEIOMUTH
cyObeKTa epCoOHAIBHBIX AaHHEIX.

4.3. Ilpasa Oneparopa Ha nepenady NepCOHAIBHBIX JaHHBIX TPETHUM JIULIAM.

4.3.1. Oneparop He BIpaBe 0e3 MUCBMEHHOrO COIIacHs CyOBEeKTa MepCOHATbHBIX
JAaHHBIX IlepenaBaTh o0OpabaThIBaeMble IIEPCOHAIBHBIE JAaHHBIE TPETBUM JIHIAM, 34
HCKJIFOUEHHEM CIIy4aes, IIpeyCMOTPEHHBIX 3aKOHOAaTenscTBOM Poccuiickoit ®eneparium.

4.3.2. Ilepenaya mNepcOHANBHBIX JAHHBIX CYOBEKTa TpPEThUM JIHIAM JOJDKHA

IPOU3BOJUTCS B COOTBETCTBUH C MPABWIAMH MEepeaur IMepCOHANBHEIX JAHHEIX TPETBUM
JIALAM.

V.  OTBeTCTBeHHOCTH 32 pa3rjalleHue NepCOHAJLHBIX JaHHBIX.

5.1. Omeparop, a TaKke [IO/DKHOCTHBIE JMIla, BHHOBHbIE B HapyIleHHH
TpeboBanuii ®DexpepanbHoro 3akoHa P® «O mnepcoHanpHBIX HaHHBIX» Ne 152-03
or 27.07.2006 r., HecyT TIpaXTaHCKYIO, YIOJIOBHYIO, aJMHUHHCTPATHBHYIO,
OUCUMIUIMHAPHYIO M HHYI0 I[PEIYCMOTPEHHYIO 3aKOHOMATEIhCTBOM PoccuiicKoii
@enepanui OTBETCTBEHHOCTE.

5.2. OrserctBeHHOCTh 3a cobmopenue  TpeOOBaHWA  3aKOHOJATEIHCTBA
Poccuiickoit Penepaunu npu o0paboTke W HCIOIB30BaHUM TEPCOHATBHBIX JAHHBIX

BO3JIaraeTcs IPHUKAa30M PpPYKOBOJUTENS YUPEKACHHA Ha JHI, 0oO0pabaThIBAaIONINX
IIEpCOHAJIEHEIE JaHHEIE.
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VI. OcHoBHBIE NPHHOMIBI IOCTPOEHHSI CHCTEMBI KOMILJIEKCHOM 3aIIHThI
HH(pOpMALHH.

IToctpoenre cucreMsl obecrieueHuss O€30MAaCHOCTH TMEPCOHANBHBIX  JAHHBIX
MHOOPMAIIMOHHBIX ~ CHCTEM  IEPCOHANBHBIX  JAHHBIX  YYPEKIEHHMS M UX
(QYHKIHMOHMPOBAHME [O/DKHEI OCYIIECTBIATHCS B COOTBETCTBHH CO  CIEAYIOIMMH
OCHOBHBIMH IIPUHITHITAMH:

- 3aKOHHOCTE;

- CHCTEMHOCTE;

- KOMILIEKCHOCTb;

- HENPEPHIBHOCTE;

- CBOEBPEMEHHOCTE,

- NIPEEMCTBEHHOCTH U HEIIPEPHIBHOCTH COBEPIIIEHCTBOBAHNSI;

- IEpCOHAJIbHASA OTBETCTBEHHOCTb,

- MHUHHUMHU3ALUA ITOJTHOMOYMIA;

- B3aMMOJEHCTBUE U COTPYJHHYECTBO;

- THOKOCTH CHCTEMBI 3aIlHTEL;

- OTKPBITOCTD AITOPUTMOB ¥ MEXaHHU3MOB 3aII[ATHI;

- IPOCTOTa IPUMEHEHHUS CPEJICTB 3aIMThI;

- Hay4yHas 000CHOBaHHOCTb U TEXHUUYECKAS Peau3yeMOCTh;

- 0043aTeNbHOCTH KOHTPOJIA.

6.1 3aKoHHOCTE

IIpennonaraer ocymecTBieHye 3alUTHBIX MEPONPHSTHN M Pa3pabOTKy CHCTEMEL
3al0UTEl  TEepcOHaNbHBIX  fHaHHBIX  (C3[I[IH) yupeXkmeHHs B COOTBETCTBUHU
C JEHCTBYIOINMM 3aKOHOJATEIbCTBOM B OOJNACTH 3alMTHl MEPCOHAIBHBIX JAHHBIX
U JApYruX HOPMATHBHBIX AKTOB IO 3aIUTe HMH()OPMALMH, YTBEPXKICHHBIX OpraHaMH
TOCYAAapCTBEHHOM BJIACTH U YIIPABICHHA B IpeesiaX UX KOMIETEHIIUH.

Ilonb3oBatenu ¥ OOCTy)KHBAIOIMI mepcoHal MHGBOPMALHOHHEIX CHCTEM
IICPCOHAIBHBIX JAHHBIX YYPEXKICHHUA IOJUKHBI OBITH OCBENOMIJIEHBI O MOPSIKE PaGOTEHI
C 3aImuImaeMoi nH$popmanuel 1 06 OTBETCTBEHHOCTH 34 3alIATY TIepPCOHATBHBIX TaHHBIX.

6.2 CHCTEMHOCTB

Cucremnriii moxxon k nocrpoenuro C3I1/IH yupeskmeHus Ipenonaraer YUET BCex
B3aMMOCBS3aHHBIX, B3aMMOJCHUCTBYIONMX M M3MEHAIOUIMXCA BO BPEMEHH JIIEMEHTOB,
YCIIOBUH U (DaKTOPOB, CYLIECTBEHHO 3HAUMMBIX JUIS MOHHUMAHHSA M PELICHHS poGIeMbl
obecneyenus 6esonacHocty UCTI/(H yupexieHus.

Ilpn co3nanmMy CHCTEME! 3alUTHI JOJDKHEI YYHUTHIBATHCS Bee ciabble M Haubomee
YA3SBUMBIE MECTa CHCTEMBl OOpalOTKM IEPCOHANBHBIX NaHHBIX, 4 TaKKe XapakTep,
BO3MOXKHBIE OOBEKTHl M HANpaBIEHHS arak Ha CHCTEMY CO CTOPOHBI HapyUIUTENe
(0COOEHHO BBICOKOKBATM(UIMPOBAHHBIX 3J0YMBIILIEHHUKOB), IyTH IPOHUKHOBEHMS
B pacnpe/Ie/ICHHBIE CHCTEMBI U HECAHKIMOHMPOBAHHOTO jocryma (mamee - HCJI)
K uHQOpManmu. CucTeMa 3alUTEL JOIDKHA CTPOMTBCS C Y4YETOM HE TOJBKO BCeX
M3BECTHBIX KaHayi0B NpoHuKHOBeHMs 1 HCJI k nHbopManumm, HO U ¢ y4eTOM BO3MOKHOCTH
OSIBIICHMS IPUHIUITIATEHO HOBBIX IIyTEH peanu3anuu yrpo3 6€30macHOCTH.

6.3 KowmriekcHOCTE

KommekcHoe HMCIONB30BaHUE METONOB M CPEJCTB  3AIUTHI IIperoiaraeT
COINIaCOBAHHOE NIPUMEHEHHE PA3HOPOIHEIX CPECTB MPH ITOCTPOEHUHM IIETOCTHOM CHCTEMBI
3aILHTEL, NEPEKPBIBAIOIICH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHAIBl PEAlU3allii yIpo3 U




HE cozeprKalneit crabBIX MecCT Ha CTBIKaX OTIENBHBIX
€€ KOMIIOHEHTOB.

3amyTa JODKHA CTPOMTHCA OSIIENTOHHPOBAHO. JIIsl KaKIOro KaHala YTEUKH
MHOOpMAIMA ¥ IS KaXKIo# yrpo3bl 0e30IacHOCTH JOJDKHO CYIIECTBOBATH HECKOJIBKO
3aIUTHBIX pyOesxeil. CosjaHue 3alUTHBIX pyGexeil OCYIIECTBISETCA C Y4eTOM TOTO,
4TOOBl Ul MX MpPEOJOJNEHHS IOTCHIMAIBHOMY 3JIOyMBINLIEHHMKY TpeGOBaIHCE
Npo(ecCHOHANBHBIE HABBIKM B HECKOIBKAX HEB3aUMOCBSI3aHHEIX 0BJIACTAX.

BHemmHsist  3amwTa  JOIKHA  0GECHEYMBATHCS — (USHYECKUMH — CPEICTBAMH,
OpraHU3alMOHHBIMH U NIPaBOBBIMA Mepamu. OnHuM 13 Hanboliee YKpEIUIEHHBIX pyGeskeit
NpU3BaHEl  OBITH  cpeacTBA  KpUNTOrpaduueckodl  3aIIMTBI,  pealn30BaHHBIE
¢ ucrone3oBanueM TexHonoruu VPN. IlpukinanHol ypoBeHB 3alUUTEI, YYHTBIBAIOIIHIL
0COOEHHOCTH MPEAMETHON 0GNIACTH, IIPE/ICTABIIAET BHYTPEHHHIH PyOex 3aluTh.

6.4 HenpephIBHOCTD 3aIUTHI IEPCOHANBHBIX TaHHBIX

3amuTa MEPCOHANBHEIX JIAHHBIX - HENMPEPHIBHEIN LieleHanpaBieHHbI MpoLece,
IPEATOAralo Iyl IPUHATHE COOTBETCTBYIOIIMX MEpP HAa BCEX ATalax )KU3HEHHOTO [HK/IA
MH()OPMAIMOHHON CHCTEMBI MEPCOHAIBHEIX JAHHBIX.

WHpOpPMALMOHHEIE CHCTEMBI IEPCOHAIBHBIX MAHHBIX JO/KHBI HAXOIUTHCS
B 3AIUIICHHOM COCTOSHMU Ha NPOTSHKEHWH BCETO BPEMEHH HX (yHKIMOHHPOBAHHS.
B COOTBETCTBHM € 3TUM NPUHIMIIOM NOJDKHEI NPHHEMATECS MEPH 10 HENOIYIEHHIO
nepexofa MHQOPMAIMOHHBIX CHUCTEM MEPCOHANBHBIX JAHHEIX B  HE3AlIMIIEHHOE
COCTOSIHHE.

6.5 CBOEBpeMEHHOCTH

Ilpeanonaraer ynpeXmalonmii XapakTep Mep OOCCIeUeHHs Oe30MacHOCTH
NIEPCOHAIBHBIX JAHHBIX, TO €CTh IIOCTAHOBKY 3aJad I10 KOMIUIEKCHOH 3aIluTe
MH(pOPMAIMOHHBIX CHCTEM IEPCOHANBHEIX JAHHBIX M PEaTH3aIliio Mep 0oGecreyeHus
0€30MacCHOCTH [IEPCOHANBHBIX TAHHBIX HA PAHHUX CTA/WSX Pa3paboTKi HHYOPMALOHHBIX
CHCTCM MEPCOHANBHBIX JAHHEIX B LEIOM M €€ CHUCTEMbl 3aIUTHl MHMOPMAIUH, B
YaCTHOCTH.

6.6 IIpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHIE

IIpeamonaraior MOCTOSHHOE COBEPLICHCTBOBAHME MEpP M CDPEICTB  3AI[UTHI
MH(OPMAIIMH HA OCHOBE MPEEMCTBEHHOCTH OPTaHH3AIMOHHBIX ¥ TeXHHUECKHX PEIICHHI,
KaZpoBOro  cOCTaBa, aHaIM3a (DYHKIMOHUPOBAHUS  WH(POPMALMOHHBIX  CHCTEM
NEPCOHAIBHBIX JAHHBIX W MX CHCTEMEl 3alllUTHl C YYETOM HM3MEHEHHH B MeToaax |
CpeICTBAaX mepexBaTa HMHQOPMalM{, HOPMATUBHBEIX TpeGOBaHMI IO  3amiure,
IOCTHTHYTOTO OTEYECTBEHHOI'0
¥ 3apy0€)KHOTO OIBITA B 3TOH 06/1aCTH.

6.7 IlepcoHanbHasi OTBETCTBEHHOCTH

IIpennonaraeT BO3JOXKEHHE OTBETCTBEHHOCTH 3a OOECIEUEHHE O€30MACHOCTH
NICPCOHANLHBIX AHHBIX M CHCTEMBI MX 00pabOTKH Ha KaKIOro COTPYAHMKA B Tpeeiax
Cro MOIHOMOYMH. B  COOTBETCTBMM ¢ 3THM NpPHHLMIOM paclpejeleHHe MpaB u
00A3aHHOCTEH COTPYIHHKOB CTPOMTCS TakuM 0OpasoM, 49TOOBI B ciydae J0GOro
HapyLICHAS KPYT BUHOBHUKOB OBUT YETKO H3BECTEH HITH CBEJAEH K MEHHMYMY.

6.8 TIpuHIMI MUHUMU3ALUA TOTHOMOYHMI

OsHayaer TpeOCTaBICHHE IOJB30BATENAM  MHHEMAIBHBIX IpaB JOCTyIa
B COOTBETCTBHH C IIPOU3BOACTBEHHOM HEOOXOJUMOCTEIO.

JIOCTYIl K [IePCOHANBHEIM TAHHEIM JOJDKEH TIPEIOCTABISTCSA TONKO B TOM CIIydae




¥ 00BeEMe, €cld 3TO HEOOXOMMMO COTPYAHHKY IS BEIIOJHEHHS €ro JODKHOCTHBIX
00A3aHHOCTEH.

6.9 BsaumopnelcTBHE M COTPYIHUIECTBO

IIpenmonaraer cosnanue G1aronpuATHON arMocdepsl B KOJUIEKTHBAX CTPYKTYPHBIX
NOAPA3CNCHUN  YYPEeHKICHHA, OOECNEUNBAIOIUX MAESATENBHOCTh HMH(OPMAIMOHHBIX
CACTEM  IEPCOHAIBHBIX  NAHHEIX  YYPEXKIEHHSA, IS CHIKEHHS  BEPOSTHOCTH
BOSHHKHOBEHHSI HETaTUBHBIX JEHCTBUI CBA3aHHBIX C YEIIOBEYECKUM (PAKTOPOM.

B Taxo#i 00cTaHOBKE COTPYIHHKH TOJKHEI OCO3HAHHO COGIIONATh YCTAHOBICHHbIE
NpaBuia M OKa3hIBaTh COJACHCTBHE B MEATENPHOCTH CTPYKTYPHBIX IOApasjesieHuit
TEXHUYECKOM 3aIUTH HHPOPMALIUH.

6.10 T'uOKOCTH CHCTEMBI 3aIIUTEI IEPCOHATEHBIX JAHHEIX

IIpuHsATEIE MEPEl M YCTaHOBICHHBIE CPEACTBA 3alUTH, OCOOEHHO B HAYAIbHBIIL
IEPHON MX SKCIUIyaTaluu, MOryT o0eclieduBaTh KaK Ype3MepHEIi, Tak U HeI0CTATOUHbIH
ypoBeHb  3amuTEL.  [lng  ofecrmeyeHHAs  BO3MOMKHOCTH  BAapbUPOBAaHHSA  yPOBHEM
3QIMINEHHOCTH, CpPEICTBA 3allUTHl JOJDKHBI 00NafaTh ONpENeNeHHON TI'HOKOCTBIO.
OcoOeHHO BaXHBIM 3TO CBOMCTBO SBISETCS B TeX CIIydasX, KOTJa YCTAHOBKY CPENCTB
3aIUTHI HEOOXOAUMO OCYLIECTBIATH Ha PaGOTAIOIIYIO CUCTEMY, HE Hapylas Mporecca ee
HOPMaJIBHOTO (DYHKIIMOHHUPOBAHHSI.

6.11 OTKpBITOCTH QITOPHUTMOB U MEXAHM3MOB 3aLIUTHI

CyTb IpHHIMIIA OTKPBEITOCTH AJITOPHTMOB M MEXaHM3MOB 3aIHTH COCTOHMT B TOM,
9TO 3allUTa HE JODKHA OOECHEYMBATHCA TOJNBKO 33 CUET CEKPETHOCTH CTPYKTYPHOI
OpraHu3alMM M aIrOPUTMOB (DYHKIMOHHPOBAHMS €€ IIOACHCTEM. 3HAHHE AJIrOPHTMOB
paboTHl CHCTEMEI 3aUIUTEl HE IOIDKHO [aBaTh BO3MOXKHOCTH €€ TpPeojoNeHus (maxe
aBTopaM). OIHAKO, 5TO HE 03HAYaeT, YTO UH(OPMALMA O KOHKPETHON CHCTEME 3ALHTHI
JOJDKHA OBITH 00IIENOCTYIHA.

6.12 IlpocroTa mpUMeHEHHUS CPEICTB 3aALIUTHI

MexaHH3MBI  32IIUTBI  JOJUKHEI  OBITH MHTYMTHBHO TOHATHEl M  IPOCTEHI
B HCIOJIB30BaHUM. [IpMMEHEHHE CPECTB 3aINUTE HE JOJDKHO OBITH CBS3aHO CO 3HAHHEM
CTICHHAIBHBIX A3BIKOB HIIM C BBIIOJHEHHMEM JCHCTBHY, TpeOYIOMX 3HAYMTEIBHBIX
AOIOJIHUTENBHBIX ~ TPyRO3aTpaT [pd  OOBYHOH  paboTe  3aperucTpHpOBaHHBIX
YCTAQHOBJICHHBIM IIOPSAAKOM TIOJIb30BaTeNelf, a TalKe He JODKHO TpeGoBaTh oOT
II0JIb30BATENIA BBINOTHCHUS PYTUHHBIX MAJIONIOHATHEIX €My OIlepanuii (BBOJ HECKOIBKHX
IapoJieii 1 UIMeH U T.J1.).

JlolDkHa ~ JOCTHTaThCs — aBTOMAaTH3alds —MaKCHMAJIbHOrO uWCHA  JeHCTRHMI
TIOJIB30BATENCH U aIMUHUCTPATOPOB HH(POPMALHOHHOM CHCTEMBI EPCOHANBHBIX JAHHBIX.

6.13 Hayuynas 060CHOBAaHHOCTb M TEXHHYECKAs PEAH3yEMOCTh

VIH(popMaioHHBIE TEXHOOTHH, TEXHIYECKHE U TIPOrPAMMHEIE CPEICTBA, CPEICTRA
M MEpBI 3aIMUTH HH(OOpPMALWMK JOJDKHBI OBITH pealn30BAaHBl HA COBPEMEHHOM YpOBHE
Pa3BUTHA HAYKH U TEXHUKH, HAYYHO 0OOCHOBAHEI C TOYKH 3PEHUS JOCTIKCHUS 3aMaHHOrO
YpOBHA 0€30MacCHOCTH MH(OPMANM¥ H JODKHBL COOTBETCTBOBATH YCTAHOBJICHHBIM
HOpMaMm
1 TpeGOBaHMAM IO 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX.

CucTeMa 3alUTEl MEPCOHANBHEIX [AHHBIX NOJDKHA OBITH OpHEHTHPOBAaHA HA
PCIICHUS, BO3MOXXHBEIE DHUCKHM 71 KOTOPBIX M MEPHI NMPOTHBOAEHCTBUS STHM PUCKAM
MPOILIA BCECTOPOHHIOKO TEOPETHIECKYIO M IIPAKTHUYECKYIO IIPOBEPKY.

6.14 O6sA3aTeNBEHOCTH KOHTPOJIS




[Ipennonaraer 00s3aTeNPHOCTE M CBOCBPEMEHHOCTH BBISBICHHMS U IIPECEUYEHHUS
MOMBITOK  HAPYIIEHWsS  YCTAHOBJEHHBIX  IpaBWwi  obecrieueHus  0€30MIaCHOCTH
NIEPCOHANIBHEIX JAHHBIX HAa OCHOBE MCIOJNB3YEMBIX CHCTEM U CpPEACTB 3alllUTHI
HHGOPMALIUKM [IPU COBEPIIEHCTBOBAHUM KPUTEPUEB U METOIOB OLEHKH 3D(HEKTUBHOCTH
5THX CHCTEM U CPEICTB.

KOHTpOIIb 32 JeATEeIbHOCTHIO JIFOOOr0 I10JIb30BATElNs, KaX/0r0 CPEICTBA 3aIlUTHI
¥ B OTHOIEHUH JOOOro OOBEKTa 3alUTHl JOJDKEH OCYLIECTBIIITHCS HA OCHOBE
IPUMEHEHHUS CPEJICTB OIEPATHBHOIO KOHTPOJIS ¥ PErMCTPALMU M JIOKEH OXBATHIBATH KaK
HECAHKI[HOHUPOBAHHBIE, TAK ¥ CAHKIIMOHUPOBAHHEIE JCHCTBUS TOJIB30BATENEHA.

VII. Mepsbl, Meroasl H cpeacrBa obecnmedeHusi TpeOyeMoro YpoBHSI
3AIHINEHHOCTH.

7. Obecnieuenne TpeOyeMOro ypOBHS 3aIIHUIIEHHOCTH MOJKHOCTH JIOCTHTAThCS
C HCIIOIB30BAHHUEM MeEp, METONOB U cpeiacTB Oe3omacHocTH. Bce Meprl obecreueHus
Oe30macHOCTH HHGOPMALIMOHHBIX CHCTEM IIEPCOHAIBHBIX JAHHBIX MOAPA3IEIOTCS Ha:
3aKOHOJIaTeNbHEIE (TIPaBOBEIE);

MOpPaIbHO-3THUECKHE;

OpraHu3alMOHHbIE (aIMUHUCTPATUBHEIE);
¢usngeckue;

TeXHUYECKHe (ammnapaTHble U IPOrPAMMHEIE).

7.1 3akoHOjaTenpHBIE (IPABOBEIE) MEPHI 3AIIUTHI

K mnpaBoBEIM MepaM 3alllUTBl OTHOCATCS NEWCTBYIOLIME B CTPAaHE 3aKOHBI, YKA3bl
1 HOPMATHBHEIE aKTHI, PETIaMEHTUPYIOLIHE IMpaBHia OOpalleHHs C IEepPCOHATBHBEIMH
JaHHBIMM, 3aKpeIUIfIole IpaBa M O00A3aHHOCTH YYaCTHUKOB HH(OPMAIMOHHBIX
OTHOIICHMH B Ipolecce ee 00palOoTKM M HCIIONB30BAHUA, a TAKOKE YCTaHABIMBAIOIIUE
OTBETCTBEHHOCTH 38 HAPYLIEHU STUX MPaBWI, IPEISATCTBYS TEM CAMBIM HETIPABOMEPHOMY
MCIIOJIb30BaHMIO TIEPCOHANIBHBIX JAHHBIX U SBISIIOLIMECS CACPXKUBAIOMUM (HaKTOPOM IS
NIOTCHLMAIBHEIX HapyIIUTENeH.

IIpaBoBEIe MEpBI 3aIMUTHI HOCAT B OCHOBHOM YIPEKAAFOIIMMA, TPOMIITaKTHIECKHI
XapakTep M TpeOyIOT IIOCTOSHHOM pPa3bsCHUTENHEHONH paloThl C II0JB30BATENISIMHE
151 OGCJIy)KPIBﬁI-OHJ,PIM MNEPCOHAIIOM CUCTEMBEI.

7.2  MopaipHO-3THYECKUE MEPHI 3aIUTHI

K MopallbHO-3THYECKMM MepaM OTHOCATCA HOPMBI IIOBENEHHS, KOTOpBIE
TPaJUIMOHHO CIIOKHIIMCH WIH CKJIAJBIBAIOTCS MO Mepe pacipocTpaneHus 9BM B crpane
uWiM oOmecTBe. OTH HOPMEL Ooiblieil YacThI0 HE SBISIOTCA O00A3aTENbHBIMH, Kak
3aKOHOJATENIEHO YTBEPXKICHHBIE HOPMATHUBHEIE aKTHI, OJHAKO, UX HECOOIOJIEHHE BEIET
0OBIYHO K MaJEHUIO aBTOPUTETA, NPECTIIKA YEIOBEKa, IPYIINIBI JIMI[ WIH OpraHU3alliH.
MopanpHo-3THYECKHE HOPMBEI OBIBAIOT KaK HEMHCaHble (HAmpumep, OOLIENpU3HAHHEIE
HOPMBI YECTHOCTH, IaTPHOTH3Ma M T.L), TaK M IIUCAHBIE, TO €CTh O(OPMIICHHEIE B
HEKOTOPBIA CBOZ (YCTaB) IpaBUII WK IPEAACAHUIA.

MopanbHO-3THYECKHE MEPBI 3aLUTHl ABISIOTCS MNPOQIIAKTHYECKHUME U TPeOyIoT
MIOCTOSSHHOH pabOTHl IO CO3JAaHHMIO 3JOPOBOTO MOPANIBHOTO KIMMara B KOJUICKTHBAaX
nojpasjeneHuii. MopalbHO-3TUYECKHE MEpHl  3alIUTHl  CHIDKAIOT — BEPOSTHOCTH
BO3HMKHOBCHMS HETATUBHEIX JEHCTBUI CBA3AHHBIX C YETOBEUECKUM (HaKTOPOM.

7.3 OpraHuzaniioHHbIE (aIMUHUACTPATUBHEIE) MEPHI 3aLUTEI

OpranyusaloHHBle  (aMHHUCTPAaTHUBHBIE) MEphl 3aIlUTBl - O9TO  MEpEI

]
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OpPraHU3alliOHHOTO XapaKTepa, perjiaMeHTHPYIOIUe IIPOLECCH  (PYHKIMOHHPOBAHMS
MHDOPMAIMOHHBIX ~ CHCTEM  MEPCOHANBHBIX  JAHHBIX, WHCIOJNB30BAHHE  PECYPCOB
MHQOPMAIMOHHEIX CHCTEM II€PCOHAIBHBIX JAHHBIX, a TAKKe IOPSIOK B3aUMOICHCTBUS
nonp30Bareiell ¢ MHPOPMAIMOHHBIMH CHCTEMaMM IIEPCOHANIBHBIX JAaHHEIX TAKHM
00pa3oM, 4TOOBl B HauGONbBINEHl CTEHEHH 3aTPyJHHTh WIM MCKIIOYHTH BO3MOKHOCTE
peanuzaluy yrpo3 6e30nacHOCTH WM CHU3HTD PasMep [OTEPh B CIIyYae MX PeaTH3alliiL.

['maBHass 1ens aJMHHHUCTPATHUBHBIX Mep, IPEANPHHAMAEMEIX HA  BEICIIEM
YNIpaBICHYECKOM YPOBHE - C(HOPMUPOBATH IOJUTHKY HH(OPMALMOHHOM Ge30MacHOCTH
NEPCOHATBHEIX TaHHBIX (OTPAKAIONIYIO MOJXOABI K 3aIiuTe HHPOPMAIIH) U 00eCIednTsh
€€ BEIIIOJIHEHHE, BEIAEIA HEOOXOUMBIE PECYPChI M KOHTPOIHPYS COCTOSHHUE el

Peanusanus nonutuky HHGOPMAIHOHHOM GE30MACHOCTH MEPCOHANBHBIX AAHHBIX
B WMHQOPMAMOHHEIX  CHCTEMaX [EPCOHANBHBIX  JAHHEIX  COCTOST U3 Mep
aAMUHUCTPATUBHOIO yPOBHS M OpraHU3allMOHHBIX (NPOLEAYPHEIX) Mep 3allUTHI
MH(pOpMaIHH.

K aIMUHHCTpaTMBHOMY  ypOBHIO  OTHOCATCS  pEIGHHS  DPyKOBOJCTBA,
3aTParvBaOLIKE NEATEIBHOCTE PACCMATPUBAEMBIX B IIEJIOM. DTH PELICHHS 3aKPEIUIAIOTCS
B JIOKQJIBHBIX aKTaX yupexaeHus. [IpumepoM Takux penienuit MoryT GbITh:

- IDUHATHE pelleHHs 00 OIpeleNeHUH OTBETCTBEHHBIX 3a 00ecIeueHue
0e30I1aCHOCTH MEPCOHANBHBIX JJAHHEIX;

- hopmynupoBaHue Ienel, IOCTAaHOBKA 3ajay, ONpENEJCHUE HAIpPABIEHHUIH
ACATETEHOCTH B 00/1aCTH 6€30I1aCHOCTH MEPCOHANBHEIX JAHHBIX;

- obecrieueHne HOPMATHBHOM (IPaBoBOi) Ga3kl BOIPOCOB GE30ACHOCTH 1 T.1I.

IlonuTiKa BepxHErO YypOBHA MHODKHA YETKO OYEPTHTh chepy BIMSHHUS W
OTpaHMYCHUSA IIPU ONpefeNeHHH welell 6e30macHOCTH EePCOHANBHBIX AHHEIX,
ONPEAEINTE KaKUMM pecypcaMH (MaTepHalbHEIE, TIEPCOHAN) OHM OYIyT AOCTHUTHYTH H
HAUTH pasyMHBIH KOMIIDOMHCC MEXKIY [PUEMJIEMEIM YPOBHEM O0€30MacHOCTH U
(QYHKIMOHAIBHOCTBIO HH(DOPMAIMOHHEIX CHCTEM.

Ha opraHu3auvoHHOM YpOBHE ONpEAENSIOTCS MHpaBHNIA IOCTIDKEHMS Medel o
pelIeHU 3a/1a4 NOMUTUKH HH()OPMAIMOHHON 6Ee30TaCHOCTH NEPCOHATBHBIX JAHHBIX. DTH
IpaBHJIa OIIPEEIISIOT:

- KaKOBBI POJIM U OOSM3aHHOCTH JOJDKHOCTHEIX JIHL, OTBEYAIOIIHE 33 MPOBEICHHE
NOIUTUKM ~ O€30IIACHOCTH  NEPCOHANBHBIX JAHHBIX, @ TakKe YCTAHOBHTH  HX
OTBETCTBEHHOCTE;

- KTO UMEET IpaBa JOCTYIA K IePCOHATBHBIM JaHHEIM;

- KaKiuMU MEpaMH U cpeiicTBaMu obecnieunBaetcs 3amura [1]1H;

- KAKHMH MEpaMH H CpeICTBaMH 00eCHEYMBAETCS KOHTPOIb 3a COOMIOICHHEM
BBEJCHHOTO pe;KUMa 0€30MacHOCTH.

Opranu3alluoOHHBIE MEPBI JOJIKHEL:

- TIpelyCMaTpUBaTh MH(OOPMALMOHHEIE OTHOIIEHHS, MCKIIOYAIONHE BO3MOKHOCTD
HECAaHKLIMOHUPOBAHHBIX JIEHCTBUH B OTHOIICHUH O0BEKTOB 3aIHTHI;

- ONpENeATh KOAIUIHOHHBIE ¥ HMEpPapXUYECKHe [PHHIMIEL H  METOMIBI
pasrpaHUYeHUs JOCTYIIA K IEPCOHABHBIM JaHHbIM;

- OIIPEJETIATH MOPSAAOK paboTHl ¢ NPOrPaMMHO-MATEMATHUECKUMH W TEXHHUECKIMHU
(anmapaTHBIE) CPEICTBAMM 3AIUTE] X KPHIITO3AIIUTE] U JAPYTUX 3aIIUTHBIX MEXaHH3MOB;

- OpranusoBaTe Mepbl mnportuBoieiictBua HCJI monp3oBaTenssMH Ha 9Tanax
aYTCHTH(UKAUMY,  aBTOPH3ALMY, WUAEHTH(GUKALMH, O0GeCIeurBAIONIHX rapaHTHH
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peanu3aluy NpaB U OTBETCTBEHHOCTH CYOBEKTOB HH()OPMAIIMOHHEIX OTHOLIEHHIA.

B opranusanuoHHbIe MEPBI IOJDKHBI COCTOATH U3

- OrpaHUYCHHME JOCTyna B moMmewmeHus, rae pacnonokensl WCIIJH u ux
OTIEIBHEIE JJIEMEHTHI,

- OpANIOK  JIONyCKa  COTPYAHHKOB K HCIONB30BaHHIO pecypcos MCITIH
MHHHCTEPCTBA;

- MHCTPYKIMH aIMHUHUCTPAaTOpa aBTOMATHU3UPOBAHHEIX MH(DOPMAI[OHHEIX CHCTEM,
aIMUHUCTpaTOpa MHpOopMannoHHO#! Ge3onacuoctu AVIC, mons3oBareneii AUC.

7.4 DusnyecKue Mepsl 3aIUTE]

Qusuyeckre Mepsl 3aIMTEl OCHOBAHEI HA TPUMEHEHHH pasHOTO pona
MCXaHUYCCKHX, SJIEKTPO- HIH JJIEKTPOHHO-MEXaHMYECKHX YCTPOMCTB M COOpYIKEHHIA,
CIICLHAIBHO MPEAHASHAYCHHBIX UL CO3MaHUA DU3MYECKUX MPENSTCTBUI Ha BO3MOYKHEIX
IyTSX TPOHMKHOBEHHS M JOCTYIa IOTEHIMAIBHBIX HAPYIIUTENEH K KOMIIOHEHTaM
CHCTEMBI M 3aIMMIIAEMOl HHMOPMAIMH, @ TAKXKE TEXHHYECKUX CPEICTB BH3YAIHHOTO
HaOJIIOIEHNS, CBA3M M OXPAHHOM CUTHATU3ALUHL.

Pu3pyecKast 3aMKUTa 3/[aHKH, TOMEIIeHNIT, 0GBEKTOB U CPeCTB HH(BOPMATH3ALUH
AOJKHA OCYNIECTBIATECA C IOMOINIBIO TEXHMYECKUX CPEACTB OXPaHBl WM JTIOOBIME
APYTHMH  CIIOCOOaMH, NpPEAOTBPAIIAIOIMMYE WIM CYIIECTBEHHO 3aTPyIHsOIMME
NPOHUKHOBCHHUC B 3lIaHHME, MOMEIIEHUS MOCTOPOHHMX JIHI, XHINCHHE WH(POPMAIHOHHBIX
HOCHTeNeH, CaMMX CPEeICTB HMH()OPMATH3AIMH, MCKIOYAIONIMMH HAXOKICHHE BHYTPH
KOHTPOJIMPYEMOI (0XpaHseMOit) 30HbI TEXHUYECKUX CPEICTB PA3BEIKH.

7.5 AnmapaTHO-TIpOrpaMMHbIE CPEICTBA 3aUTHI I1/{H

Texnuueckue (anmapaTHO-porpaMMHEIE) MEpHI 3aIUTHI OCHOBAHBI
Ha HCIIOJIB30BAHMM DPA3IMYHBIX BJICKTPOHHBIX YCTPOHCTB M CIELHMAIBHEIX IIPOrPaMM,
Bxomamux B cocraB MCIIJ[H M BHINOMHAIOIINX (CAMOCTOATENBHO WJIM B KOMILIEKCE C
ApPYTHMU CpeACTBaMHU) GYHKUHMH 3aiuTel (MACHTHOHKALMIO | ayTeHTU(QUKAITHIO
ONB30BATENEH, —pasrpaHMYeHHe JOCTyNa K pecypcaM, perHCTpalMio  COOBITHL,
KpUNTOrpaguyeckoe 3akpeITHE HHOPMALIUHU U T.11.).

C yuerom Bcex TpeGoBaHMil W NPUHIHUIOB OGeCIEYeHHs Ge30IaCHOCTH 111 u
MH(OPMALMOHHEIX CHCTEMAX IO BCEM HAIPABJICHHAM 3aIUTEL B COCTAB CHCTEMBI 3aIIITEL
JOJDKHEI OBITE BKTIOYEHB! CIIEYIOIINE CPENCTRA:

- CPEACTBA UACHTH(HKALMY (OTIO3HABAHMA) M ayTeHTH(GUKAIMU (ITOATBEPIKICHHS
IOUIMHHOCTH) noss3oBateneit UCII/x;

- CpCACTBA  DasrpaHHYEHMs JIOCTYNAa 3apeTUCTPUPOBAHHBEIX  IIOJIB30BaTENEl
cucremsl K pecypcam VICIIJIH yupexnenmns;

- CpeACTBA  OOECTCYEHHs M KOHTPOJS — IEIOCTHOCTH  NpPOTPAMMHBIX U
MH(pOPMAIIMOHHEIX PECYPCOB;

- CPE/ICTBA OIEPATHBHOTO KOHTPOJIA ¥ PErUCTPAIMU COOBITHI 6e30IaCHOCTH;

- KpunTorpaduyeckue cpeacTea 3amursl [1]1H.

Yenemnoe NpUMEHEHHE TEXHHMYECKHX CPEACTB  3alMThl HAa  OCHOBAHHM
NIPEICTABICHHBIX BBIIIE MNPUHIMIIOB MPEIONIAaracT, YTO BBIIOJHEHHE IIEPEUYHCICHHBIX
HIDKE TpeOoBaHMil 00ecreueH0 OpraHM3alMOHHBIMH (aIMMHUCTPATUBHBIMH) MEpaMH U
HCTIOJIb3YeMBIMH (DU3UYECKUMHU CPEACTBAMHU 3AIIUTHL:

- obecrieueHa Gu3sMIecKas LETOCTHOCTE BeeX KoMmoHeHT MCTIu;

- KaXIBIi COTPYIHUK (IIONB30BATENb) WM IPYIINA IT0Jb30BATENEH HUCIIOH umeer
YHUKAJIbHOC CHCTEMHOE UM H MHHHUMAJIBHO HEOOXOMUMBIE [UIs BEHITIONIHEHUS MM CBOUX
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QYHKIMOHATEHBIX 00A3aHHOCTEI MOTHOMOYHS 110 IOCTYILy K PECYPCaM CHCTEMBI;

- BCC M3MEHEHMsI KOHQHUIypallli TEXHUYECKUX U MpOrpaMMHEIX cpencts MCII/Ix
IPOU3BOAATCA CTPOr0 YCTAaHOBJICHHBIM IOPAAKOM (KOHTPOJHMPYIOTCSA) TONBKO Ha
OCHOBaHHH IPHKA30B ;

- ceTeBoe 00OpynOBaHME (KOHIEHTPATOPBl, KOMMYTA4TODPEI, MAapIIPYTH3aTOPHl 1
T.I) PACIONAraeTcs B MeCTaX, HENOCTYIHBIX JUIi [OCTOPOHHHX (CHELMAIBHBIX
IIOMENIEHHAX, MKadax, U T.IL.).

- CHOCNMAMCTAMM  YYPEKACHUS OCYIIECTBIAETCS HENpPEepHIBHOE YIIpaBlICHHE
1 aJ]MUHUCTPATUBHAS MOIEPIKKA (QyHKIMOHUPOBAHHUS CPENCTB 3alllUTEL.




